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Disclaimer: This material that follows is a presentation of general background information about the Bank’s activities current at the date of the presentation. It is information
given in summary form and does not purport to be complete. It is not to be relied upon as advice to investors or potential investors and does not take into account the
investment objectives, financial situation or needs of any particular investor. This material should be considered with professional advice when deciding if an investment is
appropriate. UOB Bank accepts no liability whatsoever with respect to the use of this document or its content.



FTS ID : Single Country Implementation Overview
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In-country CFS
Implementation
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Business Solution

UOB offers the following products on RFTS

Payments Bulk Payments

Reports End-of day statement

Intraday Statement

VA Reports
(VA1-VA5)

ISO 20022
pain.001.001.03
pain.002.001.03

UOB Text Formats

MT940
Camt053

MT941 (camt052)
MT942 (camt053)

Daily Transaction
Report

VAN Biller
Maintenance Report
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RTGS, TT, ATM, SKN

RTGS, TT, ATM, SKN, eTax, VAN (existing fixed
length format)



FTS Customer Testing Procedure it UOB

Connectivity To validate if firewalls on Customer to log onto RFTS server (Axway) using  Customer can log into FTS
Testing Customer and UOB ends are FTS ID and their SSH key successfully using SSH
correctly configured
Test File To validate if customer’s upload Customer to navigate into their (IN) folder on FTS Customer can access their (IN)
Upload (IN) folder is setup correctly on UAT server using SFTP client folder on FTS UAT server using
Testing RFTS UAT server SFTP client
Customer to upload a test file to their (IN) folder
To validate if customer can upload o Customer can upload a test file
a test file to their (IN) folder. FTS to send L1 acknowledgement after file is successfully to their (IN) folder
received.
To validate if customer receives Customer receives L1
L1 acknowledgement after file is acknowledgement after file is
received by FTS. received by RFTS
File To validate if customer’s download Customer to navigate into their (OUT) folder on Customer can access their (OUT)
Download (OUT) folder is setup correctly on FTS UAT server using SFTP client folder on RFTS UAT server using
Testing FTS UAT server SFTP client
Customer to download a test result file (L1-L4)
To validate if customer can from their (OUT) folder Customer can download a test
download a test result file (L1-L4) _ _ result file (L1-L4) successfully from
from their (OUT) folder Customer to decrypt and view the file contents their (OUT) folder
To validate if customer can Customer can successfully decrypt
decrypt the dummy file and view and view the file contents

its contents



RFTS Customer Testing Procedure it UOB

File To validate if customer's CFS will provide the test accounts to the customer. Customer will Customer receives L3 ack
Format payment or collection file populate the test accounts into their payment and collection file for  file and fate file without error.
Validation meets the file format testing.

specifications ) ) ) _ _ _
Note: For Collections testing, Customer will provide their collections

account number and DDA reference number to CFS. CFS will set
these up in our test environments and confirm to customer once
complete.

Customer to upload payment or collection file populated with the test
accounts provided by CFS into the (IN) folder on RFTS UAT server
using SFTP client

RFTS UAT server will route the file to ROS UAT server and
subsequently to the local processing systems (e.g. REM, LLG, etc).

Note: For TT payment testing, CFS will engage BTS to manually
process the file in REM.

Test results will be generated and sent by the local processing
systems to the customers’ OUT folder on RFTS UAT server.

Customer will contact CFS if they do not receive any
acknowledgements or test result in their OUT folder.

CFS will check the ROS UAT server and engage BTS to check the
RFTS UAT server



What is required from customer? it UOB

Operating System Requirements
FTS solution does not restrict the O/S platform on client’s end. However, it is recommended
to have the minimum hardware specification.

Minimum Hardware Requirements for Windows/ UNIX Environment

Processor Intel Pentium Class 2.0 GHz or above CPU
RAM (memory) 512 MB

Hard Disk Space 10 GB free Hard Disk space

Network Card Ethernet Network Interface Card

Drives CD-ROM / USB drive




What is required from customer? it UOB

Software Requirements : SFTP and PGP/ GPG software

FTS solution does not dictate which SFTP and PGP software that the client has to install.
Examples of SFTP client includes WInSCP, FileZilla, Cyberduck etc.

Examples of PGP software includes Axway Activator, Symantec PGP command line,
Symantec PGP Desktop, GNU Privacy Guard, GoAnywhere OpenPGP Studio, etc

Minimum Software Requirements

SFTP client software has to be installed at Client’s environment, according to their
platform types. This client would be required to initiate files push and return files
pull from Client’s hosting environment.

*Note that client has to provide their own SFTP script for remote connection setup
when doing scheduled connection initiation.

SFTP
Client

PGP/ |A PGP software needs to be made available at Client’s hosting environment for
GPG |payment files encryption and statement files decryption.




Bank’s File reponse it UOB

Receive by Customer

Level 1 (file received) Max 30 mins after file sent to Bank
Level 2 (file rejected) Max 30 mins after Cust receive L1
Level 3 (file accepted) a. For non interops:

Max 30 mins after Cust receive L1
b. For Interops:

Max 30 mins after Cust fully Authorise transaction in BIBPIlus
Level 4 (process status)  H+1 processing date




File Formats

UOB Universal File Format (UFF)

» The file has variable record length

« Each record has data columns delimited
by a separator.

« One file can contain multiple payment
types (within a country).

« Suitable for corporates require multiple
payment types in more than 1 country.

« Sample of the UFF file below shows
variable record length with data columns
delimited by ~

it UOB

UOB Fixed Length Format

The file has fixed record length.

 Each record has data columns start at
fixed positions.

« One file can contain 1 payment type
hence it is simple to generate by
customer.

« Suitable for SMEs
payment types.

« Sample of the TT file below shows fixed

record length of 1800 characters.

require 1 or 2

1 HD1-PATDE2405302. f~20180915~100000~00VBSESE

1 OUTFI1Z2101020171012090000RC199201900W000002103088831RC199201900W

2 HD2~FAST~20180915~RC200600531C~~~11420180524~SRALA~~U0VBSGS0KEE~S5G~3T743027726~3GD~AC NAMEL oo -

5 DTL~PAYER1234+5.00~55DmmmmmnSALA- 52122y o mmmmn s TOVESGS0KKE~ 701300058 3 ~Benakectll JOBBANKS G ~BENENATE L e AL 2 1CCY TEST 2

4 DTL~FAYER1234~7.00w5G0mmmmwnSALAwSalaryallnmmenn o JOVBIGS0EEE~ 4567690123 ~Benakoctiame ~5G~~T0BBaNK wmBl 3 2TT IDROO000000030000020171012M16072016185
R T2~ 212 . (0~ meme e CElL 4 2TT BNDOOOOOOO00030000020171012M16072016185
[ FT1 w2

5 2IT DEK00000000030000020171012M16072016185
& 2IT INR0OO0000000030000020171012M16072016185
7 2IT WOK00000000030000020171012M16072016185
& 2TEoum Daima o sananagaios

: k ]

8 21| 2 o

10 27| 3 e

11 2T =
f

12 %0 BT ]

S

L)

LT )

LT )

laf- |

.-or-lhq-.r:ﬁ en: 12 l.n.:Js-::lp:- m'rmu | TR | 35




File Formats

XML (UFF)

« The file follows ISO 20022 standard, pain 001 and pain 002
« Each field has tags

« 1 file can contain multiple transaction types

GPl131311102 .xml

015-11-15T21:-00:00

RTES file

BEIJIDJAXHE
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Interoperability it UOB

» Interoperability feature allows UOB’s RFTS/ FTS and FileAct services to work along with
BIBPlus Bulk Upload module to upload customer’s bulk payment and collection files.

» Customer who requires authorization of bulk payment and collection files in BIBPIlus can
use our interoperability feature to streamline their payment and collection workflows.

» Interoperability is mostly used for sensitive payments such as Payroll or Treasury
Payments

System uploads payment file

RFTS
or
FileAct
Ho§t System * System reconciles payment * Process Status
(Client) (Ack. + Fate Files)

Tl* Payment file (—.o-’ I I
# Checker approves payment

uoOB
;{ ‘_'7’ ““BIBPlus *Approved payments

Checker
(Manager)

)

Notes:

v’ Process Status is sent back to BIBPlus and RFTS (or FileAct)

v’ As of Aug 2019, Interoperability is supported by UOBS and UOBC in UFF and XML formats.
v/ UOBI and UOBM will have interoperability option in UFF and XML formats with P9 live.



Interoperability — File Uploading & Authorize Flow

it UOB

1) A XML payment file GP1130901816 with 3 bulks has been uploaded via RFTS

; w 5GX - RFTS00030J@5GX - WinSCP

Local Mark Files Commands Session Options Remote Help

m % ES\mdﬂronize E @ EE| {r;} 3 @Queue -

=] RFTS00030@SGX Iﬁ New Session |

Transfer Settings Default

& -

==l x|

D1 Data = e -IEEM SR R | IN " EF i - i B Y & | 68 Find Files | o
@ Upload @ [ Edit € é Properties | [ & Download *Edit € Properties | £ &
D:\Lin}¥ML Format\3EB Upload\SGX
Name Size | Type Changed | | Name Size | Changed ~ Rights Owner
. Parent directory 09/01/2018 3:55:00 PM .. 09/01/2018 5:01:00 PM FWXT-XT =X 5100
. ACK File folder 04f01/2018 9:54:54 AM || GP1130901816.xml.pgp 3KB 09/01/2018 5:01:00 FM - 5100
. Download File (GEB) File folder 04/01/2018 9:54:50 AM
. ISSUE File folder 09/01/2018 11:33:43 AM
| Release Note File folder 08/01/2018 9:44:05 AM
@_] ~8Doc2. docx 1KB Microsoft Word Doc...  28/12/2017 9:50:56 AM
L | ~WRLODO3. tmp 233KE TMP File 27/12{2017 6:25:10FM
@_]Docz.docx 695 KB Microsoft Word Doc...  02f01/2018 &:26:44PM
@]ForReleaseNob&.dou 9831KE Microsoft Word Doc...  05/01/2018 3:54:31PM
2| GP1130201806. xml 6KE ML Document 02f01/2018 2:01:52FM
|| GP1130201806.xml.pgp 7KB PGP File 02f01/2018 2:58:40 PM
|E_]GP1130201807.dOD( G609 KE Microsoft Word Doc...  03/01/2018 1:32:33FPM
2| GP1130201807. xml 6KE ML Document 02f01/2018 &:40:56 PM
|E_]GP1130201809.dOD( 891KB Microsoft Word Doc...  04/01/2018 11:05:35 AM e
2| GP1130301808. xml 7KE ¥ML Document 03/01/2018 5:13:02FPM
|| GP1130301808.xml.pgp 3KB PGP File 03/01/2018 2:57:58 PM
2| GP113030180%. xml 7KE ¥ML Document 03/01/2018 5:12:42FPM
|| GP1130301809.xml.pgp 3KB PGP File 03/01/2018 5:14:34FPM
IE_]GP1130401810.dOD( 929KE Microsoft Word Doc...  04/01/2018 3:38:52FM
2| GP1130401810.xml 7KB XML Document 04/01/2018 11:09:35 AM
|| GP1130401810.xml.pgp 8KB PGP File 04/01/2018 11:10:34 AM
IE_]GP1130401811.dOD( 399 KB Microsoft Word Doc...  04/01/2018 4:10:32FM
£ GP1130401811.xml 7KB XML Document 04/01/2018 3:58:28 FM
| |GP1130401811.xml.pgp 8KB PGP File 04/01/2018 3:55:24FM
IE_]GP1130501812.dOD( 569 KB Microsoft Word Doc...  05/01/2018 3:50:58 FM
£ GP1130501812. xml 7KB XML Document 05/01/2018 3:06:06 PM
| |GP1130501812.xml.pgp 8KB PGP File 05/01/2018 3:12:03FM
2| GP1130901813.xml S9KB XML Document 09/01/2018 3:34:28 FM
10KB

| |GP1130301813.xml.pgp

0B of 12,033KBin 0 of 61

PGP File

09/01/2018 3:22:20 PM

0Bof7,765Bin 0 of 1
& s 1 000:17
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Interoperability — File Uploading & Authorize Flow

2) Once the back-end system picked the file and process, It will disappear from “IN” folder

it UOB

% IN - RFTSD0030J@5SGX - WinSCP 19 =l
Local Mark Files Commands Session Options Remote Help
[ &= 3 synchronize | Bl @ [ (45 | | EfQueue - - Transfer Settings Default & -
& RFTS000301@56X | [ New Session |
i et B OE0 2% w Q2 B
Upload " Edit §§ Properties | £ & Download Properties | £ &
D:\Lin ML FormatGEB Upload\SGX
Name Size | Type Changed -
£, Parent directory 09/01/2018 3:56:00 PM 09/01/2018 5:01:00 PM
JACK File folder 04/01/2018 9:54:54 AM
. Download File (GEB) File folder 04/01/2018 9:54:50 AM
J IS5UE File folder 09012018 11:38:43 AM
. Release Note File folder 08/01/2018 9:44:05 AM
@_] ~8Doc2. docx 1KB Microsoft Word Doc...  28/12/2017 9:50:56 AM
| ~WRLO0O3. tmp 238KE TMP File 2712/2017 6:25:10 PM
@_]Docz.docx 695 KB Microsoft Word Doc...  02f01/2018 &:26:44PM
@_]ForReIeaseNohe.docx 981KB Microsoft Word Doc...  05/01/2018 3:54:31PM
2| GP1130201806. xml 5KB XML Document 02012018 2:01:52FM
|| GP1130201306.xml.pap 7KB PGP File 02/01/2018 2:58:40 PM
|E_]GP1130201807.dOD( 603KE Microsoft Word Doc...  03/01/2018 1:3%:38 FM
=] GP1130201807. xml 6KB XML Document 02/01/2018 6:40:56 PM
|E_]GP1130201809.dOD( 891KE Microsoft Word Doc...  04/01/2018 11:05:35 AM o
=] GP1130301808. xml 7KB XML Document 03f01/2018 5:13:02PM
|| GP1130301808.xml.pgp 8KE PGP File 03012018 2:57:58 FM
=] GP1130301809. xml 7KB XML Document 03/01/2018 5:12:42PM
|| GP1130301809.xml.pgp 8KB PGP File 03/01/2018 5:14:34FM
|E_]GP1130401810.dDD( 929 KB Microsoft Word Doc...  04/01/2018 3:38:52PM
2| GP1130401810.xml 7KB XML Document 04/01/2018 11:09:35 AM
|| GP1130401310.xml.pap 8KB PGP File 04/01/2018 11:10:34 AM
|E_]GP1130401811.dDD( 399 KB Microsoft Word Doc...  04/01/2018 4:10:32FM
=] GP1130401811.xml 7KB XML Document 04/01/2018 3:58:28 PM
| |GP1130401811.xml.pgp 8KB PGP File 04/01/2018 3:55:24FM
|E_]GP1130501812.dDD( 569 KB Microsoft Word Doc...  05/01/2018 3:50:58 PM
£ GP1130501812. xml 7KB XML Document 05/01/2018 3:06:06 PM
|| GP1130501812.xml.pap 8KB PGP File 05/01/2018 3:12:03PM
2| GP1130901813.xml S9KB XML Document 09/01/2018 3:34:28 FM
| |GP1130901813.xml.pap 10KB PGP File 09/01/2018 3:22:20 PM ;I
0Bof 12,033KBin 0 of 61 0Bof0Bin0of0
=) 0:00:33
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Interoperability — File Uploading & Authorize Flow  1itUOB

3) The XML payment file GP1130901816 with 3 bulks are split to 3 files (meta file) by DMP and routed to
the BIBPIlus. The entry status in BIBPIus is shown as “In Process”.

## UOB #### Business Internet Banking Plus

A Account Services

Creale Bulk

Transaciion

Create Mew Bulk Transfer
Creale from Template
Copy from Past Bulks

File Upload

Edit Transactions
Pending Approval

Fie Upload Results
Pending Bulk Transfers
Processed Bulk

Mamiain Bulk Transier

Mamiain Flies

Payment Sarvices

Trade Services

1 =50 ot 307 iems

BIB Rel

SE16010000472002

ZE1801000047 2000

SETETI0A F198S

Company 10

RC189015250R

RC1S9015250R

RCTE0T D20R

List of File Upload Results

File Ty

FAIN O 30
CR Trarsder
(IBGFAST
Faymants]}-
Infer-Cip
FaINOD 30
CH Trarstr
(IBEEAET
Fayments}-
Intar-0p
PAIN 001 V30
CR Transtar
[IgzFas]
Payments)-
Inter-Cp

Last login: 09/01/2018, 16:42-07 PM

wislcome  Client, Client @ contact Helpdesk | f§ Logout
JACKVE [ Manage profile )

v Foreign Exchange Administration I'

Prosluct Group

Fayment

Pargrmenl

Payment

SN

Product Type

Bulk Uplaad
Payment Inter
Bank Girg (B3]

Bulk Lpkad
Payrmenl Inber
Bank Giro IB3)

Bulk Upkoad
Payment intar
Bank Gim [IB3)

Seanch Optong

1 ANEREE h G LU |
Lipload [kake
Fil= Hame s B User Mamse Fil Stalus Actions
Time

0012018 L
GP1130901816 User Inierop Sysiem In Process —
- " 0E11EZPM S ke

002018 L
EP1120901818 05 1150 Pl Usir Imlerop Syslem In Pracess =
— . | OBO120E |
P11 B 0F 1149 PR ser Imarop System In Frocess ';,
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Interoperability — File Uploading & Authorize Flow  1itUOB

4) The files are routed to DMP for transformation as per the existing BAU process, once DMP has
transformed and sent back the file (h-file) to BIBPIus the status is changed to “Successful”.

Last lagin: 08/01/2018, 16:42:07 PM

H## UOB ###+ Business Internet Banking Plus Welcome Client, Client | @) Contact Helpdesk | Logout

JACKVC | Manage profile )

A Account Services Payment Services Trade Services Foreign Exchange Administration N

Create Bulk List of File Upload Results

Transacition

Seanch Gpbong

Create NMew Bulk Transier

Creale from Template 1-50 ot 307 items 10| 25| S0 100 1|2 |3 (4] |58 |B||7|* M +
o " . : Upoad [ata §
Copy Trom Past Bulks BiE Ret Company I0 File Type Product Group  Product Type Filie Name T User Mame File Status Actions
File Uplpad PAIN 001 W20
- CR Transier Buik Upkoad L
Edit Transactions 08012018
. SE1E010000472002 RC159015250R (IBGFAST Payment Paymentinter | GP1130901816_ [ —— User Inlerop System Suceesafll
Pending Approval Payments)- Bank Giro (BG) B i+
Intar-Cp
PAIN 0D V30
- CR Transfar Bulk Upload OB w
Pending Bulk Transfers SE1E010000472000  RC1E9D1S5ZSOR| (IBGFAST  Fayment Paymentinter | GP130901816_ 1_':0 py | USerIniEro Sysiem Successill
Processed Dulk Payments)- Bank Giro [IB3) S B
Intar-Op
Mainlain Bulk Transfer PAINOD1 V3D
- CR Transfar Bk Liphoad W
Mainiain Files s PP - a P .| OmoiR2me
SE18010000471988  RC1E23015250R (IBGFAST Fayment Faymentinter | GP1130901816_ Q511:49 PM Jser Inerop Sysiem Successidl L
Paymenta)- Bank Giro [IB3) o e
Infar-0p
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Interoperability — File Uploading & Authorize Flow  1itUOB

5) Below table shows the current authorization process flow before the transactions are sent to the bank
for processing, as per existing BAU.

Super User (1-step) Super user submits the transaction under the “Edit
Transaction”, no further approval is needed.

Maker and Authorizer (2-steps) Maker submits the transaction under the “Edit
Transaction”.
Checker authorize the transaction under the “Pending
Approval” or “To-Do List” (authorization groups supported).

Maker, Verifier and Authorizer (3-step) Maker submits the transaction under the “Edit
Transaction”.
Verifier verifies the transaction under the “Pending
Approval” or “To-Do List”.
Checker authorizes the transaction under the “Pending
Approval” or “To-Do List” (authorization groups supported).

Maker, Verifier, Authorizer and Sender (4- Maker submits the transaction under the “Edit

step) Transaction”.
Verifier verifies the transaction under the “Pending
Approval” or “To-Do List”.
Checker authorizes the transaction under the “Pending
Approval” or “To-Do List” (authorization groups supported).
Sender sends the transaction under the “Pending
Approval” or “To-Do List”.

Private & Confidential



Interoperability — File Uploading & Authorize Flow  1itUOB

As per existing BAU current customer authorization setup has the “Payment Type” key which
differentiates “Bulk Online” or “Bulk Upload”, this can be used to setup a different customer authorization
flow for Interoperability.

Last bogin: 12/01/20718, 09:35:40 AM

## UOB ###+ Business Internet Banking Plus Velcome COC,BAID 14§ Logout

UOBS [ Manage profile )

Profile Settings

Existing Customer Authorisation Setup
Manage Access Righls

5 W
Cusiomer Management
1-1a01 ibems 10| 25 | 50 | 100 1

Group Setup ) Product] Payment Authorisation )

Company iD Type  Product coount  Veerify Cey Amount Status Maker User
Entities Setup Group | Type Levelfs)

P and . - - . n
Entity Tokens RC19%804540D Y B N SGO0 990909 995 950,

User Setup

Password Management

Authorisation Setup

User Accounts ACcess
Payer/Beneficiary Master
External ACcounis

Token Enguiry

Ad hoc Online Printing

Private & Confidential



Interoperability — File Uploading & Authorize Flow  1itUOB

6) OTP using the Token is required in the process of verifying, authorizing and sending the transactions.
as per BAU.

Transter From: 3513220403 Parent Reference(s): SE180100004720956 (Initiation source) -
Pending Approval Payment Type: FAST/GIRO Application Date: 10/01/2018 (dafmmiyyyy)
Fite Upload Results Product Group: Payment Value Date: 110172018 (ddmmiyyyy)
Pending Bulk Transfers Bulk Customer
R N Proc.’ﬂno Mode Reference: |: DNA' I 1
Processed Bulk (Service Type):

Mamian Bulk Transier

L AR 2 rC token and press OK button
Total amount ot 1 Enter Code ) token and press the OK button again kof
records: 4. The token will display a 6 digil coc SGD 50.01
5. Input the 6 digit code into the 3
No. of records: 8 Click "Submit® b
Code 1 17003
Code 2 18511082
Search Options T 2
Token Response | i \(( /%ﬁm]
1-2012items « + (4
Bum R“ 1 By clickin 71 submit”, you are d=2emed to have read & ‘:V]h' 3 10 the terms m Amm Cu“mm Su“x‘
and conditions of the respective product(s) andior service(s),
FT18010000472028 3002 Valid ax
FT18010000472097 2001 Valid ax
Csiome - vocs v J i b
Copyright £ 2017 Unkted Overseas Bank Limited Co Terms and Tondtlons | Privacy e Secatity | dnportant mfacmirion
Reg. Na. 193500026 All ights Reserved

7) Transactions are sent to bank after the final approval.
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